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Question: 231
You have a backend service that will access the Microsoft Graph API.
You need to configure the service to authenticate by using the most secure authentication method.
What should you configure the service to use?
A. a certificate
B. a client secret
C. a shared key
D. a hash

Answer: A
Explanation:
You can authenticate to the Graph API with two primary methods: AppId/Secret and certificate based authentication.
Certificate is the preferred and more secure way of authenticating.
Reference: https://adamtheautomator.com/microsoft-graph-api-powershell/

Question: 232
HOTSPOT
You have an application that has the code shown in the exhibits. (Click the JavaScript Version tab or the C# Version
tab.)
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
JavaScript Version

C# Version

Answer:

Explanation:
Box 1: No
Box 2: No
Box 3: Yes
A file is downloaded from OneDrive and saved locally.
Drive/Root is the drive resource is the top level object representing a user’s OneDrive or a document library in
SharePoint.
Reference: https://docs.microsoft.com/en-us/graph/api/resources/drive

Question: 233
You need to complete the MSAL.js code for SSO.
Which code segment should you insert at line 06?
A. storeAuthStateInCookie: false
B. storeAuthStateInCookie: true
C. cacheLocation: ‘localStorage’
D. cacheLocation: ‘sessionStorage’

Answer: C
Explanation:
Scenario: Implement single sign-on (SSO) and minimize login prompts across browser tabs.
When your application is open in multiple tabs and you first sign in the user on one tab, the user is also signed in on
the other tabs without being prompted. MSAL.js caches the ID token for the user in the browser localStorage and will
sign the user in to the application on the other open tabs.

By default, MSAL.js uses sessionStorage which does not allow the session to be shared between tabs. To get SSO
between tabs, make sure to set the cacheLocation in MSAL.js to localStorage.
Reference: https://docs.microsoft.com/bs-latn-ba/Azure/active-directory/develop/msal-js-sso

Question: 234
You have a single-page application (SPA) named TodoListSPA and a server-based web app named TodoListService.
The permissions for the TodoList SPA API are configured as shown in the TodoList SPA exhibit. (Click the
TodoListSPA tab.)

The permissions for the TodoListService API are configured as shown in the TodoListService exhibit. (Click the
TodoListService tab.)

You need to ensure that TodoListService can access a Microsoft OneDrive file of the signed-in user. The solution
must use the principle of least privilege.
Which permission should to grant?
A. the Sites.Read.All delegated permission for TodoListService
B. the Sites.Read.All delegated permission for TodoListSpa
C. the Sites.Read.All application permission for TodoListSPA
D. the Sites.Read.All application permission for TodoListService

Answer: A
Explanation:
A client application gains access to a resource server by declaring permission requests. Two types are available:
"Delegated" permissions, which specify scope-based access using delegated authorization from the signed-in resource
owner, are presented to the resource at run-time as "scp" claims in the client’s access token. "Application"
permissions, which specify role-based access using the client application’s credentials/ identity, are presented to the
resource at run-time as "roles" claims in the client’s access token.
Reference: https://docs.microsoft.com/en-us/azure/active-directory/develop/developerglossary#permissions

Question: 235

Question Set 2
You have an application that uses the Microsoft Graph API.
You need to configure the application to retrieve the groups to which the current signed-in user belongs. The results
must contain the extended priorities of the groups.
Which URI should you use?
A. https://graph.microsoft.com/v1.0/me/getMemberObjects
B. https://graph.microsoft.com/v1.0/me/getMemberGroups
C. https://graph.microsoft.com/v1.0/me/memberOf
D. https://graph.microsoft.com/v1.0/me/checkMemberGroups

Answer: B
Explanation:
Get member groups returns all the groups that the specified user, group, or directory object is a member of. This
function is transitive.
Reference: https://docs.microsoft.com/en-us/graph/api/directoryobject-getmembergroups

Question: 236
Question: 237
You finished a new installation and executed Config Advisor successfully. You review the physical racking and
cabling on one of the controllers, and notice an amber light that was not previously on.
Which two actions should you perform before you turn over the cluster for production? (Choose two.)
A. Remove cables connected to the controller until you find the one responsible for the controller issue.
B. Review AutoSupport messages which could explain the controller state.
C. Execute Config Advisor again to check for new errors.
D. Let the customer know the cluster is operating normally while the amber LED is on.

Answer: AC

Question: 238
Testlet 1
This is a case study. Case studies are not timed separately. You can use as much exam time as you would like to
complete each case. However, there may be additional case studies and sections on this exam. You must manage your
time to ensure that you are able to complete all questions included on this exam in the time provided.
To answer the questions included in a case study, you will need to reference information that is provided in the case
study. Case studies might contain exhibits and other resources that provide more information about the scenario that is
described in the case study. Each question is independent of the other questions in this case study.
At the end on this case study, a review screen will appear. This screen allows you to review your answers and to make

changes before you move to the next section of the exam. After you begin a new section, you cannot return to this
section.
To start the case study
To display the first question in this case study, click the Next button. Use the buttons in the left pane to explore the
content of the case study before you answer the questions. Clicking these buttons displays information such as
business requirements, existing environment, and problem statements. If the case study has an All Information tab,
note that the information displayed is identical to the information displayed on the subsequent tabs. When you are
ready to answer a question, click the Question button to return to the question.
Overview
ADatum Corporation develops a software as a service (SaaS) application named E-invoicing.
Existing Environment
Application Architecture
E-invoicing consists of a single-page application (SPA) and a backend web service that provides invoice management
and processing functionality.
E-invoicing stores all the details of each invoicing operation in a backend cloud database. E-invoicing generates
invoices in PDF format and provides users with the ability to download the PDF after it is generated. Each invoice has
a unique identifier named invoiceid.
The users have a common workflow where they sign in to E-invoicing, and then open E-invoicing in multiple tabs of
a web browser so they can use different parts of the application simultaneously.
Security Architecture
ADatum uses the principle of least privilege whenever possible. ADatum always uses the latest libraries and
integration endpoints.
Requirements
Business Goals
ADatum wants to integrate E-invoicing, Azure Active Directory (Azure AD), and Microsoft Graph so that their
customers can leverage Microsoft Office 365 services directly from within E-invoicing.
Planned Changes
ADatum plans to add the following capabilities to E-invoicing:
– Email the generated invoices to customers on behalf of the current signed-in user. Any emails generated by the
system will contain the invoiced.
– Perform as many operations as possible in the browser without having to leave the E-invoicing application.
– Use Azure AD to manage identities, authentication, and authorization.
– Display all emails that contain a specific invoiceid.
Technical Requirements

ADatum identifies the following technical requirements for the planned E-invoicing capabilities:
– Ensure that all operations performed by E-invoicing against Office 365 are initiated by a user. Require that the user
authorize E-invoicing to access the Office 365 data the first time the application attempts to access Office 365 data on
the user’s behalf.
– Send scheduled reminders to customers before a payment due date. Create an administration user interface to enable
the scheduled reminders.
– Implement Microsoft Graph change notifications to detect emails from vendors that arrive in a designated mailbox.
– Implement single sign-on (SSO) and minimize login prompts across browser tabs.
– Secure access to the backend web service by using Azure AD.
– Ensure that all solutions use secure coding practices.
Backend Security Planned Changes
ADatum wants to use custom application roles to map user functionality to permissions granted to users.
E-invoicing will have internal logic that will dynamically identify whether the user should be allowed to call the
backend API.
SSO JavaScript Script
You plan to implement SSO with Microsoft Authentication Library (MSAL) by using the following code:

Access Token JavaScript Script
You have the following JavaScript code to obtain an access token.

Change Notification JSON
You have the following JSON message that will be sent by the Microsoft Graph service to detect the vendor emails.

How can you validate that the JSON notification message is sent from the Microsoft Graph service?
A. The ClientState must match the value provided when subscribing.
B. The user_guid must map to a user ID in the Azure AD tenant of the customer.
C. The tenant ID must match the tenant ID of the customer’s Office 365 tenant.
D. The subscription ID must match the Azure subscription used by ADatum.

Answer: A
Explanation:
clientState specifies the value of the clientState property sent by the service in each notification. The maximum length

is 128 characters. The client can check that the notification came from the service by comparing the value of the
clientState property sent with the subscription with the value of the clientState property received with each
notification.
Note: A subscription allows a client app to receive notifications about changes to data in Microsoft Graph.
Reference: https://docs.microsoft.com/en-us/graph/api/resources/subscription

Question: 239
You need to develop a server-based web app that will be registered with the Microsoft identity platform. The solution
must ensure that the app can perform operations on behalf of the user.
Which type of authorization flow should you use?
A. authorization code
B. refresh token
C. resource owner password
D. device code

Answer: A
Explanation:
In web server apps, the sign-in authentication flow takes these high-level steps:

You can ensure the user’s identity by validating the ID token with a public signing key that is received from the
Microsoft identity platform endpoint. A session cookie is set, which can be used to identify the user on subsequent
page requests.
In addition to simple sign-in, a web server app might need to access another web service, such as a REST API. In this

case, the web server app engages in a combined OpenID Connect and OAuth 2.0 flow, by using the OAuth 2.0
authorization code flow.
Reference: https://docs.microsoft.com/en-us/azure/active-directory/develop/v2-app-types

Question: 240
Question Set 2
You have an application that uses the Microsoft Graph API.
You need to configure the application to retrieve the groups to which the current signed-in user belongs. The results
must contain the extended priorities of the groups.
Which URI should you use?
A. https://graph.microsoft.com/v1.0/me/getMemberObjects
B. https://graph.microsoft.com/v1.0/me/getMemberGroups
C. https://graph.microsoft.com/v1.0/me/memberOf
D. https://graph.microsoft.com/v1.0/me/checkMemberGroups

Answer: B
Explanation:
Get member groups returns all the groups that the specified user, group, or directory object is a member of. This
function is transitive.
Reference: https://docs.microsoft.com/en-us/graph/api/directoryobject-getmembergroups

Question: 241
DRAG DROP
You are developing a web app that will display emails from the Microsoft 365 mailbox of the current signed-in user.
For performance reasons, you do not want all the emails to be loaded simultaneously, rather page-by-page as the user
navigates the app. You plan to display 30 emails per page. The most recent emails must be displayed first.
How should you complete the query parameters for the REST request to display the third page of emails? To answer,
drag the appropriate query parameters to the correct targets. Each query parameter may be used once, more than once,
or not at all. You may need to drag the split bar between panes or scroll to view content. NOTE: Each correct selection
is worth one point.

Answer:

Explanation:
Box 1: top
Number of items to return in a result
Box 2: skip
$skip Indexes into a result set. Also used by some APIs to implement paging and can be used together with $top to
manually page results.
Incorrect Answers:
– $select
To specify a different set of properties to return than the default set provided by the Graph, use the $select query
option. The $select option allows for choosing a subset or superset of the default set returned. For example, when
retrieving your messages, you might want to select that only the from and subject properties of messages are returned.
– $search
To restrict the results of a request that match a search criterion, use the $search query parameter. You cannot use
$filter or $orderby in a $search request.
Reference: https://developer.microsoft.com/en-us/graph/docs/overview/query_parameters

Question: 242
You are building a server-based web app that will use OAuth2 and will be registered with the Microsoft identity
platform.
Which two values does the app require to obtain tokens from the Azure Active Directory (Azure AD) authorization
endpoint? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.
A. the tenant ID
B. the context token
C. the application ID
D. the application secret
E. the authorization code

Answer: CE
Explanation:
C: The required client_id is the Application (client) ID that the Azure portal C App registrations experience assigned
to your app.
E: The authorization code flow begins with the client directing the user to the /authorize endpoint.

Reference: https://docs.microsoft.com/en-us/azure/active-directory/develop/v2-oauth2-auth-code-flow

Question: 243
Which of the following commands will produce the following output?

A. proclist
B. jobs
C. ps
D. netstat

Answer: C

Question: 244
Question Set 2
HOTSPOT
You are developing an interactive invoicing application that will be used by end users.
The application will have the following features:
– Save invoices generated by a user to the user’s Microsoft OneDrive.
– Email daily automated reminders.
You need to identify which permissions to grant for the application features. The solution must use the principle of
least privilege.
Which permission should you grant for each feature? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:
Microsoft identity platform supports two types of permissions:
delegated permissions and application permissions.
Box 1: Delegated
– Delegated permissions are used by apps that have a signed-in user present. For these apps, either the user or an
administrator consents to the permissions that the app requests, and the app is delegated permission to act as the
signed-in user when making calls to the target resource.
Box 2: Application
– Application permissions are used by apps that run without a signed-in user present; for example, apps that run as
background services or daemons. Application permissions can only be consented by an administrator.
Reference: https://docs.microsoft.com/en-us/azure/active-directory/develop/v2-permissions-and-consent
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