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B. deny means to transparently transmit and disable the IPSEC on the defined data flow
C. Data flow without definition will be discarded
D. Data flow without definition will be transparently transmitted

Answer: A, B, D

QUESTION: 390
Which of the following are right about the AH protocol in IPSec? ( )

A. It adopts an encrypted Hash algorithm to calculate the summary of the protected data. In this
way, it prevents the packet from being tampered by the hacker, hence ensures the integrity of the
packet.
B. It provides authentication to the data source to guarantee the authenticity of the packet sender.
C. In conjunction with anti-replay window and packet authentication, the AH protocol adopts 32
bits sequence number to prevent and defend replay attacks.
D. Under transmission mode, the AH protocol authenticates the data in the IP packet, and the
invariant part of the IP header.
E. Under the tunnel mode, the AH protocol authenticates the entire internal of the IP packet, and
the invariant part of the IP header.

Answer: A, B, C, D, E

QUESTION: 391
What does IKE function for IPSec? ( )

A. IPSec can be used independently through manual configuration, but IKE can greatly simplify
the configuration for IPSec.
B. You can set the keep alive time of IPSec SA through IKE. Timely change of encryption key
can enhance the confidentiality.
C. You can change the encryption key during IPSec communication through IKE.
D. You can enable anti-replay for IPSec through IKE.
E. You can take advantage of the support provided by the Certification Authority through IKE.

Answer: A, B, C, D, E

QUESTION: 392
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Which of the following are an attribute of AAA users? ( )

A.
B.
C.
D.

Username
Authorized service type
Authentication scheme
FTP authorized directory

Answer: A, B, D

QUESTION: 393
Which of the following can be used as the elements to realize AAA? ( )

A.
B.
C.
D.
E.

Session duration
Input bytes
Output bytes
Input packets
Output packet

Answer: A, B, C, D, E

QUESTION: 394
The basic function of AAA includes ( )

A.
B.
C.
D.

Authentication
Allow authorized user to have access to the resource
Accounting
Access control list

Answer: A, B, C

QUESTION: 395
Which are right about the BGP peer? ( )

A. Once BGP is running on two routers, they can exchange routes as in IGP.
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B. After BGP is started, the local router receives the BGP connection request of the adjacent
router when neighbors are not specified.
C. If you want the local router to send the BGP connect request to the adjacent router, you should
specify neighbors first.
D. Only neighbors established peers can send routes to each other.

Answer: C, D

QUESTION: 396
RTA notifies RTB about a learned route 1.1.1.0/24 from the EBGP peer. RTA and RTB are in the
same AS. The attributes of the route are listed as the following:
local preference:100
MED: 100
AS_PATH: 200
Origine: EGP Next_hop: 88.8.8.1/16
The attributes of the received route by RTB will be ( )

A. Local preference: null,
MED: 100,
AS_PATH: 200 100 ,Origine :EGP, next_hop: 10.110.20.1/16
B. Local preference:100,
MED: 100,
AS_PATH: 200 ,Origine: EGP, next_hop: 88.8.8.1/16
C. Local preference:100,
MED: null,
AS_PATH: EGP, Origine :EGP, next_hop: 10.110.10.1/16
D. Local preference: null,
MED: 0,
AS_PATH: 100 200, Origine: EGP, next_hop: 88.8.8.1/16

Answer: B
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QUESTION: 397
Which of the following command is used to re-set all BGP connections? ( )

A.
B.
C.
D.

reset bgp group
delete bgp group
reset bgp all
delete bgp all

Answer: C

QUESTION: 398
Among a CQ, Queue 0 is the system queue with priorities. The other queues are for users,
regulated according to the bandwidth allocation. How many queues are there in the CQ? ( )

A.
B.
C.
D.

15
16
17
18

Answer: C

QUESTION: 399
CQ is adopted to perform congestion management over an interface. By default, packets do not
conform to any CQL rule will go to the ( ).

A.
B.
C.
D.

0
16
2
3

Answer: B

QUESTION: 400
Which of the following are right description to VPN? ( )
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A. The essence of VPN is to construct a private intra-enterprise network in use of the pubic
network resource.
B. The key technique of VPN is tunnel building.
C. GRE is a Layer 3 tunnel encapsulation, which adds a public network IP header to the
TCP/UDP packet and delivers it directly to the public network.
D. L2TP is a Layer 2 tunnel technique, which can be used to construct VPDN.

Answer: A, B, D
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