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QUESTION: 239
From a security perspective, automation of configuration aids in ___________
Response:

A. Enhancing performance
B. Reducing potential attack vectors
C. Increasing ease of use of the systems
D. Reducing need for administrative personnel

Answer: B

QUESTION: 240
What is a cloud storage architecture that manages the data in caches of copied content
close to locations of high demand? Response:

A. Object-based storage
B. File-based storage
C. Database
D. CDN

Answer: D

QUESTION: 241
Why does the physical location of your data backup and/or BCDR failover environment
matter? Response:

A. It may affect regulatory compliance
B. Lack of physical security

C. Environmental factors such as humidity
D. It doesn’t matter. Data can be saved anywhere without consequence

Answer: A

QUESTION: 242
You are the IT director for a small contracting firm. Your company is considering
migrating to a cloud production environment. Which service model would best fit your
needs if you wanted an option that reduced the chance of vendor lock-in but also did not
require the highest degree of administration by your own personnel?
Response:

A. IaaS
B. PaaS
C. SaaS
D. TanstaafL

Answer: B

QUESTION: 243
Which standards body depends heavily on contributions and input from its open
membership base? Response:

A. NIST
B. ISO
C. ICANN
D. CSA

Answer: D

QUESTION: 244
Which of the following characteristics is associated with digital rights management
(DRM) solutions (sometimes referred to as information rights management, or IRM)?
Response:

A. Mapping to existing access control lists (ACLs)
B. Delineating biometric catalogs
C. Preventing multifactor authentication
D. Prohibiting unauthorized transposition

Answer: A

QUESTION: 245
Which cloud service category brings with it the most expensive startup costs, but also
the lowest costs for ongoing support and maintenance staff?
Response:

A. IaaS
B. SaaS
C. PaaS
D. DaaS

Answer: B

QUESTION: 246
A federated identity system is composed of three main components. Which of the
following is NOT one of the three main components?
Response:

A. Identity provider
B. User
C. Relying party
D. API

Answer: D

QUESTION: 247
Which phase of the cloud data lifecycle also typically entails the process of data
classification? Response:

A. Use
B. Store
C. Create
D. Archive

Answer: C

QUESTION: 248
A process for can aid in protecting against data disclosure due to lost devices.
Response:

A. User punishment
B. Credential revocation
C. Law enforcement notification
D. Device tracking

Answer: B

QUESTION: 249
Your organization is developing software for wide use by the public. You have decided
to test it in a cloud environment, in a PaaS model. Which of the following should be of
particular concern to your organization for this situation?
Response:

A. Vendor lock-in
B. Backdoors
C. Regulatory compliance
D. High-speed network connectivity

Answer: B

QUESTION: 250
Which type of cloud service category would having a vendor-neutral encryption scheme
for data at rest (DAR) be the MOST important?
Response:

A. Public
B. Hybrid
C. Private
D. Community

Answer: B
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