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QUESTION: 231
A security administrator was recently hired in a start-up company to represent the interest
of security and to assist the network team in improving security in the company. The
programmers are not on good terms with the security team and do not want to be
distracted with security issues while they are working on a major project. Which of the
following is the BEST time to make them address security issues in the project?

A. In the middle of the project
B. At the end of the project
C. At the inception of the project
D. At the time they request

Answer: C

QUESTION: 232
A well-known retailer has experienced a massive credit card breach. The retailer had
gone through an audit and had been presented with a potential problem on their network.
Vendors were authenticating directly to the retailer’s AD servers, and an improper
firewall rule allowed pivoting from the AD server to the DMZ where credit card servers
were kept. The firewall rule was needed for an internal application that was developed,
which presents risk. The retailer determined that because the vendors were required to
have site to site VPN’s no other security action was taken. To prove to the retailer the
monetary value of this risk, which of the following type of calculations is needed?

A. Residual Risk calculation
B. A cost/benefit analysis
C. Quantitative Risk Analysis
D. Qualitative Risk Analysis

Answer: C

QUESTION: 233
CORRECT TEXT
Company A has noticed abnormal behavior targeting their SQL server on the network

from a rogue IP address. The company uses the following internal IP address ranges:
192.10.1.0/24 for the corporate site and 192.10.2.0/24 for the remote site. The Telco
router interface uses the 192.10.5.0/30 IP range. Instructions: Click on the simulation
button to refer to the Network Diagram for Company A.
Click on Router 1, Router 2, and the Firewall to evaluate and configure each device.
Task 1: Display and examine the logs and status of Router 1, Router 2, and Firewall
interfaces.
Task 2: Reconfigure the appropriate devices to prevent the attacks from continuing to
target the SQL server and other servers on the corporate network.

Exhibit

Exhibit

Exhibit

Answer:
Please check the explanation part for the solution.
We need to select the exactly the same to configure and then click on Save as shown
below image.

QUESTION: 234
CORRECT TEXT
An administrator wants to install a patch to an application. Given the scenario, download,
verify and install the patch in the most secure manner.
Instructions: The last install that is completed will be the final submission.

Exhibit

Answer:
Please check the explanation part for full details on solution.
In this case the second link should be used (This may vary in actual exam). The first link
showed the following error so it should not be used.

Also, Two of the link choices used HTTP and not HTTPS as shown when hovering over
the links as shown:

Since we need to do this in the most secure manner possible, they should not be used.
Finally, the second link was used and the MD5 utility of MD5sum should be used on the
install.exe file as shown. Make sure that the hash matches.

Finally, type in install.exe to install it and make sure there are no signature verification
errors.

QUESTION: 235
CORRECT TEXT
Compliance with company policy requires a quarterly review of firewall rules. A new
administrator is asked to conduct this review on the internal firewall sitting between
several Internal networks. The intent of this firewall is to make traffic more restrictive.
Given the following information answer the questions below:
User Subnet: 192.168.1.0/24 Server Subnet: 192.168.2.0/24 Finance
Subnet:192.168.3.0/24 Instructions: To perform the necessary tasks, please modify the
DST port, Protocol, Action, and/or Rule Order columns. Firewall ACLs are read from the
top down
Task 1) An administrator added a rule to allow their machine terminal server access to
the server subnet. This rule is not working. Identify the rule and correct this issue.
Task 2) All web servers have been changed to communicate solely over SSL. Modify the
appropriate rule to allow communications.
Task 3) An administrator added a rule to block access to the SQL server from anywhere
on the network. This rule is not working. Identify and correct this issue.
Task 4) Other than allowing all hosts to do network time and SSL, modify a rule to
ensure that no other traffic is allowed.

Answer:
Please look into the explanation for the solution to this question. Firewall rules should
be re-arranged to look like this:

QUESTION: 236
DRAG DROP
Company A has experienced external attacks on their network and wants to minimize the
attacks from reoccurring. Modify the network diagram to prevent SQL injections, XSS
attacks, smurf attacks, e-mail spam, downloaded malware, viruses and ping attacks. The
company can spend a MAXIMUM of $50,000 USD. A cost list for each item is listed
below:
1. Anti-Virus Server - $10,000
2. Firewall-$15,000
3. Load Balanced Server - $10,000
4. NIDS/NIPS-$10,000
5. Packet Analyzer - $5,000
6. Patch Server-$15,000

7. Proxy Server-$20,000
8. Router-$10,000
9. Spam Filter-$5,000
10. Traffic Shaper - $20,000
11. Web Application Firewall - $10,000
Instructions: Not all placeholders in the diagram need to be filled and items can only be
used once.

If you place an object on the network diagram, you can remove it by clicking the (x) in
the upper right-hand of the object.

Answer:
Exhibit

QUESTION: 237
DRAG DROP
A manufacturer is planning to build a segregated network. There are requirements to
segregate development and test infrastructure from production and the need to support
multiple entry points into the network depending on the service being accessed. There are
also strict rules in place to only permit user access from within the same zone. Currently,
the following access requirements have been identified:
1. Developers have the ability to perform technical validation of development
applications. 2. End users have the ability to access internal web applications.
3. Third-party vendors have the ability to support applications.
In order to meet segregation and access requirements, drag and drop the appropriate
network zone that the user would be accessing and the access mechanism to meet the
above criteria. Options may be used once or not at all. All placeholders must be filled.

Answer:
Exhibit

QUESTION: 238
DRAG DROP
An organization is implementing a project to simplify the management of its firewall
network flows and implement security controls. The following requirements exist. Drag

and drop the BEST security solution to meet the given requirements. Options may be
used once or not at all. All placeholders must be filled.

Answer:
Exhibit

QUESTION: 239
DRAG DROP
IT staff within a company often conduct remote desktop sharing sessions with vendors to
troubleshoot vendor product-related issues. Drag and drop the following security controls
to match the associated security concern. Options may be used once or not at all.

Answer:
Exhibit
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