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QUESTION: 69
Your customer wants to reduce costs by moving some of the DBA functions
offshore, but they are concerned about the potential security implications of this
move. Which security feature or option will allow them to prevent administrators
from viewing their data?

A. Advanced Security Option
B. Oracle Database Vault
C. Oracle Audit Vault
D. Oracle Data Masking Pack
E. Virtual Private Database
F. Oracle Label Security

Answer: B
Explanation:
Oracle Database Vault provides the following ways for you to restrict administrator
access to an
Oracledatabase:
Group database schemas, objects, and roles that you want to secure. Create
PL/SQL expressions to customize your database restrictions.
Designate specific PL/SQL statements that are accessible or not accessible to users.
Define attributes to record data such as session users or IP addresses that Oracle
Database Vault canrecognize and secure.
Design secure application roles that are enabled only by Oracle Database Vault
rules. You can create these components by using either Oracle Database Vault
Administrator, or by using its PL/SQLpackages.

QUESTION: 70
Oracle Database Vault command mles are based on Oracle Database Vault rules.

A. TRUE
B. FALSE

Answer: B
Explanation:
There is no such command in Oracle® Database Vault Administrator’s Guide

QUESTION: 71
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What factor is a critical driver for implementing enhanced security on data?

A. Increased compliance regulations
B. The need to ensure reliable backups
C. Data integrity concerns
D. Increased needs for strategic use of their data

Answer: A
Explanation:
Increased compliance regulations can lead to additional security requirements.

QUESTION: 72
If you do not have access to Oracle Wallet with the master key for TDE, you will
not be able to access the encrrypted data

A. TRUE
B. FALSE

Answer: A
Explanation:
If you do not have the Oracle wallet with the master key for TDE, you will not be
able toaccess the encrypted data.

QUESTION: 73
Which can be used to enforce separation of duties?

A. Oracle Database Vault
B. Oracle Audit Vault
C. Virtual Private Database
D. Oracle Data Masking Pack

Answer: A
Explanation:
Database Vault and Advanced Security Option can be used to enforce separation of
duties.
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QUESTION: 74
Identify the two benefits provided by Oracle Audit Vault.

A. Consolidated reporting across multiple databases
B. The ability to limit access based on tables
C. The ability to limit access based on data values
D. The ability to receive alerts on security access violations
E. Data obfuscation

Answer: A, D
Explanation:
Audit Vault provides consolidated reporting across multiple databases and active
alerts ofsecurity violations

QUESTION: 75
Your customer wants to move some of their DBA work offshore. Which of the
following is the best reason to use Oracle's security features and options?

A. The requirement to execute backups offshore would require network encryption
to reduce network traffic
B. The requirement to allow database administrators to administer the database
without having access to theapplication data.
C. The increased number of DBAs would require more centralized permission
management with OracleDatabase Vault
D. Transferring DBA work offshore would require obscuring data with the Oracle
Data Masking Pack.
E. Offshore DBA organizational structures would require the use of a virtual
private database to grantdifferential access to data in a table.

Answer: D
Explanation:
Oracle Data Masking is yet another option to be considered to mask sensitive
informationsuch as credit card or social security numbers can be replaced with
realistic values, allowingproduction data to be safely used for development, testing,
or sharing with out-source or offshorepartners for other non-production purposes.

QUESTION: 76
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Your customer wants to use encryption to protect the data in their database. In what
three states must their data be encrypted to provide adequate protection?

A. When stored in the database
B. When in transit to users
C. When the data is in use in memory
D. When the data is backed up

Answer: A, B, D
Explanation:
Sensitive data should be encrypted when at rest in the database, in transit and when
backedup.

QUESTION: 77
Your customer wants to apply data masking to the personal information stored in
their database, including driver license numbers. The data includes drivers licenses
from multiple states with different formats. How can you handle this situation with
the Orade Data Masking Pack?

A. You have to divide the table into multiple different tables.
B. You can define a condition to identify the different states and assign a different
mask format for each.
C. You can divide the data into different tables, use a different data mask for each
table, and then recombinethe tables.
D. You can use the Virtual Private Database feature to provide separate access to
the values and assign adifferent mask to each separate access.

Answer: C
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